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1. Microsoft Teams Calls
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Our chosen topic: Assessing Adversarial Attacks Against Churn Prediction Model and

Defense
Other backup topics:

We are still looking into the research papers on the following topics and looking at whether these
can apply to healtheare in Sri Lanka

Ransomware detectipn solution for Electronic Health Record (EHR) Systems h 4
antha Siriwardana

Medical Imaging Security

Machine Leaming for Anomaly Detection in Health Networks

»

Implementation and Evaluation of a Blockchain-Based Patient Identity Management

System with Anomaly Detection.

Implementation and Evaluation of a Blockchain-Based Patient Identity Management i ‘G

System with Anomaly Detection. Karandawala
E We have Jooked into this topic more and identified the components
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Figure 1 Teams Call with Co-Supervisor
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Figure 2 Teams Call with Supervisor
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Figure 3 Teams Call with Supervisor
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Figure 4 Teams Call with Co-Supervisor



O 2 B B¢ R s

Layout Camera  Mic Share

Research problem

1. Are disease risk prediction
models sensitive to adversarial
attacks?

. How can we make our model
robust against these adversarial
attacks?

. What are the defense
mechanisms that can we apply to

make the model robust? ﬁ
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Figure 6 Teams Call with Team
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Figure 7 Teams Call with Team

2. WhatsApp calls and text message communication with the
supervisor.

9:43
Mon, 22 Jan

< 159 Q Chethana Miss Sliit

Fri, 22 Dec Hello ma'am, If you have a free time on
Tuesday can we meet at uni in order to

Hello ma’am, we had a meetin e
9 scuss about the TAF?939

with Amani today. When are you
free at uni in order to discuss
about the topic? Could you please
let me know a date and a time

Yes after 12.30

Ok ma'am
We'll come to uni at around 1pm
then

Sat, Dec

edule an online meeting

27th
9:48

Ok ma’'am

At what time maam?

10.30am

Hello ma’am,
What is the possible time for you
to meet on Sunday?

3:12 PM

Sat, 24 Feb




Today

Hello ma'am

Will you be there at uni on this
weekend?

We need to get some
clarifications regarding the
proposal presentation and the
report that we are currently
working on. Edited 10:C

Sunday around 2.00

4:14 PM

10:53
< 158 ‘ Deemantha Sir Sliit

Sat, 27 Jan

Good morning, Sir, we made some
changes to our TAF since we have
to resubmit it again before 29th
NETVETYA
The changes that were made are
highlighted in the Word
document.
Could you please review it? Let
me know if we need to make
changes to the topic as well.

Edited 9:46 AM %

! AF_R24 -102.docx

4 E locx

Sun, 28 Jan

arrange a Teams meeting today at
6.30pm. we can discuss about the

issues. )
10:43 1

Sun, 10 Mar

Hello ma’'am, will you be there at
uni today? We are planning to

come to meet you regarding the
progress of our project.

56 AM

Good morning ma’am, at what time will

vou be free on Sunday?
After 1.00 om

PmM

After 1.00 om

Ok ma'am

Voice call
1

<

Thu, 7 Dec

Good morning sir, can we arrange
a meeting when you're free?
Could you please let me know a
date and a time when you become

?
free? 1049

Sat, 9 Dec

> Voice call

Mon, 11 Dec

Arrange a teams meeting at
9.30pm tomorrow and send me

the link 12:14 PM

Figure 8 Meeting Confirmations with Supervisor



‘ Chethana Miss Sliit

2020 onwards?

Okay

10:16 AM

24-102_TAF_Evaluation
__Presentation.pptx

1:16 PM

Hello Ma'am, | have emailed you
the presentation could you please
review it. Edited 1:15 PM
Brief about the topic. :
Can you all present this to me

tomorrow. 3 PM

better add this ti your document

This is very detailed one. Good
presentation.

o

But time we should check
14 PM

You have just 15 minits

Figure 9 Feedback on project works
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3. Email Communications with Superv

ck on Project Proposal Presentation

Ay i

Sun 18/02/2024 12:02

Karandawala D N it21023514
To: Chethana Liyanapathirana

Cc: Deemantha Siriwardana

) R24-102_Proposal_Presentati...

had ) R24-102_Proposal_Presentati...

5MB
2 attachments (6 MB) & Save all to OneDrive - Sri Lanka Institute of Information Technology

4 Download all

Dear Ma'am / Sir,

| have attached our completed project proposal presentation with this email for your
reference. Some clarifications need to be clarified as well regarding this presentation.
Your guidance and feedback are important on this. So we are planning to come to the
university tomorrow to discuss the presentation and our progress on the task. If you
are available, could you please give us a time?

Thanks & regards,
Devindi Karandawala.

Proposal Report Feedback and Signature

o

Karandawala D N it21023514
To: Chethana Liyanapathirana Thu 29/02/2024 00:10
Cc: Deemantha Siriwardana

s IT21068164 Weerakoon R. A. ...

21 b 121023514 Karandawala D.N...

914 KB

X7 Show all 4 attachments (5 MB) ¢ Save all to OneDirive - Sri Lanka Institute of Information Technology

¥ Download all

Dear Ma'am / Sir,

The finalized project proposal reports of 4 members of our group are attached to this
email. Your comments on the reports are highly appreciated. Could you please
provide your signature in the space provided in the "Declaration" section?

Thanks and regards,
Devindi Karandawala.

ors

TAF Evaluation Presentation

0

Karandawala D N it21023514
To: Chethana Liyanapathirana

Mon 15/01/2024 13:14

3 24-102_TAF Evaluation Prese...

2 MB

Dear Ma'am,

This is the presentation for TAF. Could you please review it and give us feedback on it?

Thanks & regards,
Devindi Karandawala.

& Reply

r~ Forward

Clarifications regarding PP1

o

~ | ¥ E

Sun 21/04/2024 14:51

Karandawala D N it21023514 ¥* @

To: Chethana Liyanapathirana

Cc: Yasuththara BG.V it20172282; Weerakoon R. A. D. D. Cit21068164;
Bandara W.H.M.T S it21027642

Dear Ma'am,

Since most of the clarifications regarding the PP1 were discussed today, there is one thing that
we need to clarify.

We tested four sampling methods in order to deal with the data imbalance in the dataset and
comparing the accuracies of these 4, we chose to go with SMOTE and Random
Undersampling methods. (Both Combined)

Sampling Method Accuracy

SMOTE Oversampling
NearMiss Undersampling
ADASYN Oversampling
Random Undersampling

Do we need to include Screenshots of the accuracies of the trained model by applying these
four methods to the presentation?

Thanks & regards,

Figure 10 Email Communications with Supervisors




4. Microsoft Planner
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Figure 11 MS Project Planner

Research Project - 2024
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Figure 12 MS Project Planner
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5. Gantt Chart
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Figure 15 Gantt chart

6. Work Breakdown Structure
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7. GitLab Commits

R R24-102 R !i24-1020 O~ #ster 0 Yrok 1

L Project overview o 12Commits P 1Bznch (J0Tags [ 399 KB Fies

Details This research aims to improve the robustness of disease risk prediction models against adversarial attacks. Specifically, it will evaluate
the impact of four main attack techniques: Projected Gradient Descent, Carlini Wagner, Brendel-Bethge attacks

master r24-102 + v History Q Find file Web IDE &

Brendel and Bethge Attack
* Savindhya Banda

abdessc  f3

£ QD B README £} Auto DevOpsenabled [ Add ICENSE
Name Last commit Last update
[ 1D_CNN_Mods! - Testipynb Initial commit

[ wiki 2 Boundary_Attackipynb initial commit

ol

Brendel_and_Bethy

W

Carlini_Attackipynb

J

3 Final_1D_CNN_Modelipynb Initial commit

o]

Final_Data Preprocessing ipynb Initial commit

]

PGD_attackipynb

[ READMEmd
[ READMEmd
Figure 17 GitLab commits
01 May, 2024 12 commits.
Brendel and Bethge Attack abadessc By B
Savindhya Bandara a
@ Carlini_Attack sespbass G B
Vihangi Yasuththara authore S
'gg' Delete carlini_attack.py Loflsere B B
=~~~ Devindi Navodya Karandawala
'88' Merge branch ‘patch-2' into 'master’ = adsbbeds By B
=""~ Devindi Navodya Karandawala a
'82' Delete carlini_attack.py 786832cc By B
=77~ Devindi Navodya Karandawazla 2
gg Add README.md 67f3fa63 [y B
=77~ Devindi Navodya Karandawala &
'gg' Merge branch ‘patch-1 into 'master’ -+ seds1sd By B
="~ Devindi Navodya Karandawala 3
ﬁ Carlini_attack baea7acs By B
Vihangi Yasuththara authored y
ﬁ Carlini_attack fo3felsa By B
Vihangi Yasuththara authore

‘66’ Merge branch ‘undefined' into ‘master’ «
~ Devindi Navodya Karandawala

48fe7boa  [3 B

‘44" PGD attack code

afcfelbe [ B
s+ Devmini Chethika Weerakoon auth

Initial commit

apee8aad [ B
~ Devindi Navodya Karandawala a

Figure 18 Branch Commits



