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1. Microsoft Teams Calls
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Figure 1: Teams call with team
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an erroneous outcome from the
model, ensuring that the
modifications remain
undetectable. The object of this
attack is a neural network. Neural
networks are a type of model
utilized for tasks including image
and voice recognition. It exploits
the vulnerabilties present in
these models by introducing even
the most Subtle mistakes, leading

to outputs that are ultimately
erroneous. The attack executed
by Carlini and Wagner serves as a
deeply moving. reminder of the
critical nature of verifying the
security of such models,
especially when they are
implemented in critical
environments where With
accuracy and life safety areabove
all else.
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Figure 3: Teams call with team
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@ Ah hri hri eka mn dala ewann

h 5/1410:22PM  Meeting ended: 20m 455

Attendance

Everyone
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Speaker Coach  Q&A &34 1=
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RNN model eka hwsa dannam

5/18 9:07 PM
D RNN_model(CVD_Dataset).ipynb &
5/18 9:27 PM

D RNN_model(Churn).ipynb & -

Weerakoon R. A. D. D. C it21068164 Meke PGD code eka thynwaa, eka copy krgena ar ewwa RNN model code dekt bala
balnnaa, Ape dataset ektai, chumn ektai hduw
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Figure 5: Teams meeting chat with the team

Shared on+

Friday, July 19, 2024

Saturday, May 18,
2024

Saturday, May 18,
2024
Saturday, May 18,
2024
Saturday, May 18,
2024
Saturday, May 18,
2024

Saturday, May 18,
2024

Tuesday, May 7, 2024
Monday, May 6, 2024
Monday, May 6, 2024
Sunday, May 5, 2024
Sunday, May 5, 2024

Sunday, May 5, 2024

Tuesday, April 30,
2024

GQuindav Anril 2/ 2024

Sent by

Karandawala D N it21023514
Karandawala D N it21023514
Karandawala D N it21023514
Karandawala D N it21023514
Karandawala D N it21023514
Karandawala D N it21023514
Karandawala D N it21023514
Karandawala D N it21023514
Yasuththara B.G.V it20172282
Weerakoon R. A. D. D. C it21068164
Karandawala D N it21023514
Bandara W.H.M.T S it21027642
Weerakoon R. A. D. D. C it21068164

Karandawala D N it21023514

Yaeuththara ROV #20172202



2. WhatsApp calls and text message communication with the

Yes after 1 pm

Please text me.

supervisor.

always use: Primary > always use: @ Primary >

Chethana Miss Sliit Chethana Miss Sliit

® . [ ] ® | & (]

message mobile message mobile

13 August 2024 Yesterday

3:29PM Outgoing Call 4:28PM Incoming Call

3:28PM Incoming Call 4:24PM Outgoing Call

2:47PM Incoming Call 4:22PM Incoming Call

4:20PM Incoming Call

Q Contact Photo & Poster

I p— . Contact Photo & Poster

mobile

® | Chethana Miss Sli
-

any update?

Still no
| told vihangi to look at it

Il get back to you once | receive

Cover Letter.pdf

add to this your content, |

Understanding Vulnerabilities: The study reveals how CNNs and DNN, despite their

various appl re susceptible to adversarial attacks. These attacks can lead to
consequences such as misclassification of data. privacy breaches. and unauthorized acce:
focusing on attacks like Projected Gradient Descent (PGD). Decision-based boundary, Carlini &
Wagner (CBW), and Brendel & Bethge (B&B). the research underscores the nead for robust
defenses against these threats.

Evaluation of Defense Mechanisms: The research evaluates several defense mechanisms, including

defensive distillation, stochastic llation, adversarial training. and feature squeezing. These
methods are tested to enhance the models’ resilience against adversarial att...R

Ok ma'am. Thank you! _

Do | need to write in this format?

Figure 1: Meeting confirmations and feedbacks about the project from the supervisor
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Chethana Miss Sliit

its should explain very simply. dont add too technical stuff

please do this asap.

‘ its should explain very simply. dont add too technical stuff

Ok ma'am

| '*{WMMMMM

Calini and Wagner attack

Figure 2: Supervisor's feedbacks on project work

Sir Sliit

. Research Paper(Copy).doc

‘We would like to go with Plos one and IEEE access.
send this to my email

Sentsir

Hello sir, any update on
Hello sir, | have sent you an email regarding the conference proceedings that are available now a

calling for papers
Could you please review it and provide a feedback on the selection.

got the email. those conferences are good to proceed with
check whether the hybrid presentation mode is available for all of them

otherwise you will have to visit there for the presentation

Good Morning Sir

Figure 3: Communication with co-supervisor



3. Email Communications with Supervisors

Request for Feedback on Conference Paper Submissions
n Karandawala D N it21023514
fl Chethana Liyanapathirana
“c Deemantha Siriwardana

onference Publication

Dear Ma'am/Sir,

Attached, you will find a document listing the current conferences open for paper submissions. | have highlighted a few conferences in green that | am congidering
for my paper submission.

Could you please review these selections and provide your feedback on whether | can proceed with submitting my paper to these conferences?

Thanks & regards,
Devindi Karandawala.

Deemantha Siriwardana <deemantha.s@sliit.lk>
Chethana Liyanapathirana
Karandawala D N it21023514
[EXTERNAL EMAIL] This email has been received from an external source — please review before actioning, clicking on links, or opening attachments.
Dear Madam

The following conference is found to be Scopus Indexed.
» [EEE 15th Annual Ubiquitous Computing, Electronics & Mobile Communication Conference (UEMCON)
Following conferences are indexed in |[EEE Xplore and might have a chance of indexed in Scopus. But specific information could not be found.

* IEEE International Conference on Internet of Things and Intelligence System (loTalS 2024)-
* International Conference on System Reliability and Safety (ICSRS 2024)
+ IEEE International Conference on Social Networks Analysis, Management and Security

Women in Ensgin pe (W] opnferen op Elecirical an m

Research Paper

‘9 Karandawala D N it21023514
b To: Chethana Liyanapathir:

-] Research Paper(Copy).

Dear Ma‘am,
Please find the attached Research paper. We are seeking your valuable feedback on this.

Thanks & regards,
Devindi Karandawala.

Forward




Thesis - Methodology

@ Karandawala D N it21023514 - C ~ & B -
To: Chethana Liyanapathirana Tue 09/07/2024 22:33
Cc: Yasuththara B.G.V it20172282; Bandara W.H.M.T S it21027642; Weerakoon R. A. D. D. C it21068164

v Thesis Methodology - Bound... v Methodology - Carlini Attack...

169 KB 62 KB

X/ Show all 4 attachments (348 KB) < Save all to OneDrive - Sri Lanka Institute of Information Technology ¥ Download all

Dear Madam,
Please find the completed methodology sections of the four attacks.

Thanks & regards,
Devindi Karandawala.

Karandawala D N it21023514 - (= ~ & B -

ac)

To: Chethana Liyanapathirana Fri 19/07/2024 10:09
Cc: Yasuththara B.GV it20172282; Bandara W.H.M.T S it21027642; Weerakoon R. A. D. D. C it21068164

PFA

Thanks & regards,
Devindi Karandawala.

Journal Paper - With changes to be done

Karandawala D N it21023514

To: Deemantha Siriwardana Mon 12/08/2024 21:34
Cc: Chethana Liyanapathirana

You forwarded this message on Tue 13/08/2024 10:30

= Strengthening Heart Disease ... oy Graident Decsent Loop - Carl...
455 KB 57 KB

2 attachments (513 KB) > Save all to OneDrive - Sri Lanka Institute of Information Technology & Download all

Dear Sir,

Please find attached the .zip file containing the LaTeX template for our project. I've included comments on where to
add figure captions next to the images and noted the insertion point for a text box on Line 314.

Additionally, | encountered some challenges with incorporating mathematical formulas into the template. To address
this, I've attached a Word document outlining the formulas that need to be integrated, starting from Line 255 in the
template.

Your guidance on these adjustments would be greatly appreciated.

Thanks & regards,
Devindi Karandawala.

Figure 4: Email communications with supervisors




4. Microsoft Planner
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5. Gantt Chart
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7. GitLab Commits

& GitLab

Brendel_and_bethge defensive_distillation
Savindhya Bandara ed 1

@ 726d1656 (3

B Repository Name Last commit Last update
= [3 Boundary_Attackipynb nitial commit 4 months ago
Commits [3 Boundary_Attack_Defense_Adversarial_Trainin... ersarial Training 1 day
Branches [21 Boundary_Attack Defense Ensemble_Modelip.. se - Ensembl 1 day
Tags A

- [ Brendel_and_Bethge_Attackipynb and Bethge 4 months ago
Contributors
[3 Brendel_and bethge defensive_distillation.py and_bethge _defe 10 hours ago
Graph
[3 Carlini_Attackipynb Carlini_Attack 4 months ago
Compare
[3 Carlini_Wagner_Attack Defense_Adversarial_tr... Carlini & Wagner Attack Defense A arial Training 22 hours ago
[ Final_1D_CNN_Modelipynb Final 1D CNN model 4 months ago
11 Merge Requests 0
[3 Final_Data_Preprocessing.ipynb nitial commit 4 months ago
4 C
’ 3 PGD_attackipynb 4 months ago
[3 READMEmd Add README. 4 months ago
B Stochastic Distilation ipynb PGD Attack Def 10 hours ago
R24-102 » R24-102 »> Commits
master r24-102 Filter by commit message EY
08 Sep, 2024 2 commits
Brendel_and_bethge_defensive_distillation ® 726d1656 3 B
Savindhya Bandara authored 10 hours ago

‘o4 PGD Attack Defense Strategy - Stochastic Distillation
~**, Devmini Chethika Weerakoon authored 10 hours ago

8f15763b [ B

07 Sep, 2024 1 commit

ﬁ Carlini & Wagner Attack Defense Adversarial Training 2edldd3l 3 B

Vihangi Yasuththara authored 22 hours ago
06 Sep, 2024 2 commits

‘o6’ Boundary attack defense - Adversarial Training

R 8fes7739 [ B

~ Devindi Navodya Karandawala authored 1 day

‘s¢'  Boundary attack defense - Ensemble Model

piod b2adbess [ By
=~ "~ Devindi Navodya Karandawala authored 1 day

04 May, 2024 3 commits

o
‘%o Final 1D CNN model 8ds77d7f [ P
)
-9°- Devindi Navodya Karandawala authored 4 months ago
‘o6’ Delete 1D_CNN_Model - Testipynb
~ Devindi Navodya Karandawala authored 4 months ago

bde?dséa [y B

‘s¢'  Delete Final_1ID_CNN_Model.ipynb

3 76f2beed [ B3

~ Devindi Navodya Karandawala authored 4 months

©
&
&)

Figure 13 GitLab commits



